Searching PAJ 



1/2 ^— v 



PATENT ABSTRACTS OF JAPAN 



(1 1 )Publication number : 1 0-1 05057 

(43)Date of publication of application : 24.04.1 998 



(SDlntCI. 




G09C 1/00 
606F 13/00 




(21)Application number 


08-253600 


(71)Applicant 


: HITACHI SOFTWARE ENG CO 








LTD 


(22)Date of filing : 


25.09.1996 


(72)Inventor : 


SAMEJIMA YOSHIKI 



(54) TIME STAMP SERVER SYSTEM 

(57)Abstract 

PROBLEM TO BE SOLVED: To make it possible to 
generate and use information which can be used as 
an evidence proving that computer data already 
existed at a time point in the past, to protect 
information against being leaked by a third party by 
making a writer/sender/addressee, and data of a 
message confidential, and to realize a register 
function and anthentification service to keep an 
evidence of transmission and receipt of data and 
message. 

SOLUTION: This time stamp server system is 
constituted to include an identifier of an algorithm 
used to generate a message digest of data and 
additionally a parameter in subject data of a digital 
signature in a demand message and a reply message. 
Further, the system is constituted to include 
identification information of data, message digest of 
data, creator of data, and sender/ addressee of an 
electronic message in a demand message and a reply 
message together with a cryptograph, a message digest of a decoding key. a public 
corresponding to a decoding key. 



c 



,1£D 



LEGAL STATUS 

[Date of request for examination] 30.03.1 999 

[Date of sending the examiner s decision of 29.03.2004 
rejection] 

[Kind of final disposal of application other 
than the examiner's decision of rejection or 
application converted registration] 

[Date of final disposal for application] 

[Patent number] 

[Date of registration] 

[Number of appeal against examiner s decision 
of rejection] 

[Date of requesting appeal against examiner s 
decision of rejection] 



http://www1 9.ipdl.ncipi.go jp/PAl /result/detai.../wAAAaYaGDEDA41 01 05057P1 .ht 2004/1 0/05 



NTT- i7SS 



mB^m/fff (JP) (12) ^ II ^ ^ (A) (IDItSlFfflHiiBSS^ 

#5I¥10- 105057 

(43)i^liB ¥^10^(1998) 4 B24B 

(SDinta* mm^ f i 

G 0 9 C 1/00 6 4 0 G 0 9 C 1/00 6 4 0 Z 

640D 

G 0 6 F 13/00 3 5 1 G 0 6 F 13/00 3 5 1 E 



ol 9 m> 



(21)ttlB## 


^g|i|Z8 -253600 


(TDHIKA 


000233055 










(22)tiMB 


¥riE8¥(1996)9^25B 




























If^iriJftfl^mfKHiin- 6 TS81S* 
















art 






(74) A 





(54) [xm<r>^m 9<h.7.9'>'f-^—n''y7.7-K 



(57) [giK)] 

•2.ts«oiia*p;5<-ci„ -^-fe-j^crji^- 
jt-^^^^ji 'j^-V^tM'^^ v^-%y^(Df A'Jdt 



110 ^ 



c 



130\ 



,120 



3 



(2) 

1 

- \^:^immt ^ A >^ > y'V'-^^f)^ ^m^^ V 

^^^^ v'^-^J^tmS^ •;;-fe-ix43(Dr-r V^^)im^ 

->^^'<>?:cX h4^^C<^fl30/£:T;UnUXACD^lJT- 

^Hg^T^brfyXACDT^l/rfyXA^SO-^i. SriaHHg 
-^r ;i/r3 y xa £D>^^' ^ y - ^ <t . ^^f^c^m L/cr ;u 

^t^i75>rT> h?!»^6<D^55cy '^-b-i^KljE^UT. ^gtj 

€r^^. 7''/i>5?;l'§«^^tC^fflL//cr>fUd"ijXACD 

y-^0[)li-^n:?&\ 4>L'< {3:^^-^*:>-lf^ii^^ -^'fe'- 
i^ t j^^-r -5 c i <b r S ^ Y A ^ > >'--9- - 

>'^'^X■r A« 

[ tS5^3i 3 ] m^m 1 $ /c^i 2 IBigcD^ ^ a::^ ^ > :7' 
B$^Jt«$S tLX^y^T>hf)^h (DS^^ viz- 



#13^ 1 0- 1 05 05 7 
2 

^ >r AX ^ >y••y-->'^'S^X f A, 

[«*:^4] iS3jt^l S/ct3:2fBtgCD^>r AX3?>:7' 

if - ^' 7^ A *5 1 ^ 

h*fi£^cfi^fflL/cr;U:3>;XACD^iJ^<b. 
t. Bg-^^^SOTU/cT^t'rfjXAO^JSlJT-i, Hg^CCi^ 

yXACD^SO^i. -^-fe-t^^-fs^x;^ h^^cc 
mmhfcJ^'y^-^t. Bf-^^<^fflL/cT;Urfi; XAO 

y - tc^e^)r mmt Sci^if^mi^^^^A;^ 

[ii*:s7 ] ift^^i-eiBigcDi^-rnT&^o^s^-f AX 
^ > :7*-y- - X f- A k:*5 c >-c. 
^ ^ AX ^ >:7*1f->'^'>^P6cDiI§tt*S«:#^n^ f'-f 

i ^ !^ i -r ^ ^ A X t> > :/ - >' ^' X r- A « 
[it*]18 } i«^^l'-7fBt8Ot,^-rn;0^(Z>^><AX 
5? > :7'-»f - / A k: *5 1 i r . 

< ^m^mmmmm-t^ c t ^^mt-r?, ^ >r ax ^ 

>'7*'9■->^^'i/X7"A, 



3 

[000 1] 

*(D & S 3 > f ^ - ^ f'- 3? J^^^K^^SE L -C C i 
[0002] 

■c. 

ISO/IEC DIS 10181-4.2 Information technoloqv — Op 
en Systemslnterconnection — Security frameworks i 
n Open Systems —Part 4: Non-r^udiation:^>^$>'5e 
[0 00 3 ] CCDS:*:fe!bs:CCn^$nrCi^^-r AXi>> 

[0004] 

mn^^fS.(om(D^^'y^-^i^n^^A.r:l^rj:i\ CCD 
[0 0 0 5] tfc. :^^j>( y^-iy^^>>yi:^\'i^f& 

[000 6] tfc. >t v'\z-t>^^l>x,7.Vt^hf-^ 

>r A ^ > y'O^mm^^ T^tj:-fy>^tc. 
[000 7 ] ^fc. ±im:W^r:Jitr'-^<Di'^fSM'i^ 

[000 8] *:^?gcDgWt3:. aiO^^B^cg-rn^b* 

fflc^ c i or # -5 tt*8co5fe^*5 ct ^^-r S c i ^ $> 
5?*^ffi^bL. m3$tcJ:^tf$BcDjl?S^P;§<'C<!:Cc^, 

[000 9] 



C3) 1 0- 1 0505 7 

4 

XACDiaJ3Ej^<bffl!]^WtC>'^'5^-:^*^*^ 

^l^gO^-^^mra WCC >' ^• ^ ^ - 5? *^fi?> J: ^ L/ fco 
[00 10] 36^C, 7'-:5?S/c^3:-r-:$?CDy ':,-fe-v^ 
^^>?xX h?:Bi-^. a-^-aoy h 

[0 0 1 1] */c. f'-^CDf^^^. '^^jiv'^-l?(0 
[0012] 

[ 0 0 1 3 ] S 1 ti*^ego^ft^«Ji£^7j^TSr$>-5o 
[0014] 37>^A>^5?>-7'1f-e;^^^^::^f'A 1 4 0 

{t. J^:^^>y'V'-^^i 10. ^^-^ hc-i? 1 2 
0. Ax^>:7•1^--'^'^f!Jfl|■r^«^cD^^->rT> 

20 h 1 3 07&^6«^?n^o ^-YA;^^>:7--y-">'N'l 1 0 
t3:<&gg^iE?g«DB 1 1 K 'r^>^^>'V^«A!I:Sgl 1 
2 ^ y -fe->?«iaS 1 1 3 . B#tt 1 1 4 . ilfiS 1 1 
5tcJ:0^^5n^o 

[0015] ^W^AX^>:7*1f->^A'l 1 OtS. T 
■To 

[0016] ^i>P§gliEHS#D B 1 1 U^. ai^S«X . 

5 0 9i.cRm^ti^{^mmMmm<Dmn^^muxi.^:h 

^<DiI:g^iI-ro mn<om^\t. M^tc^coi^cas?. a 
[0017] mz^^ 1 1 2 -fe-v^ioas i i 

X.5 0 9CC^^^-^fcCy ty-fe-i^iS^^i^xX hi<2:Pg 

[00 18] y -^--b-t^i^^-Yi^x;^ h cbti. ffi:gS(Dr 
40 ^i^"^ yy^^f- ^ ^gcD -r - ^ tc^^ U /c*Sm-c* S 

[0 0 1 9] PI •:^'fe->?y>f h^^ogi^j:^ 
[0 0 2 0] $/c. CC-CfflC^Tl^S^gg^Bg-^i^^lBf 

50 9. n^^th^^mt'<mmx^^mm^f^\.^t^\. 



[0 0 2 n v-^-iyOmmi 1 3iJ. ^^>fT> h 

[0 022} ^^BMi^c^i^ximncomiEiit^ ^ 
[0 023] mmm i i 5 1^. ^^ h 7- i 2 o ^/r 



(4) ^#Ba¥ 1 0- 1 05 057 

6 

h^-i^l 2 0t3:. A;^:S?>:7*it-^n 1 
o<h^7^-<r>n so^S^u. -^oio^n^s^ 

[0024] i7^-rT>h 130 y=-^(0^ y-^- 
>^:>>:7•1;^->'^*l lOtCiilMl/. ^ i^^ Jim^O^i.^ 

Lfcm^^.X. M y^-V'^^^Jx.T.VOTttfX^fcf- 
[0 02 6] 
: [^1] 



(1 m'^m.^t^^^'S:^9~5f(D:^ ^:ylH-i?5^-fi?x:zh 



[0 02 7] S2t3:. f-^Oji v^-zy^-C"^:*^:^ 
[0 02 8 ] r-d?2 0 UJ, ^-^<D^ v^-V^^-{ 

-ci-So r-^2 0 2^^. ^^2 0 \^m.^rhm<Dji 

y-^-iy^^iy:^:^ hX$>h. 0 3 CD TdeS-CB 

cDtcftfflL/cr;u=fy XAcDiagiJT-r^^o 20407^ 
ifC^mbfc^^'7^-^x$>6. 

[0 0 2 9] mS^tlt-^^^^h P V ^ T> h^(D^^M 
y-^'-iy(0-mX$>K^ . a2(D|g^7='-^^^t'r?»iI§ 

[0 0 3 0] 3ia3 0 icr)ri99607131423 

^B^f}^ r 1 9 9 6^7^ 1 3 B 1 4B#2 3^4 7 



:sa3 0 3(D7=-^^t. :sg3 0 1 tmms 0 2 

ifCM-thV-'-^^CDm^X^}^, mSSOACO rRSAEncry 

ptionwithm2j ^t. s«^R£T;i-rf»jXA^7jx-ro m 

aSOSCD fNULLJ S«^fiR^CC/S7^-i5?/£:ffiffl 

[003 1 ]a4ti. ^7>rT> ^;&>61^->'^'^CDg^ 
40 yiz-iy(0~'MX$>^o 

[0 03 2] ^§4 0 HJ-r-a^CD^ -vte-S^^^-f i^x 
Xhr^-So Jia4 0 2CD TMDSJ 'r-^(0-^->' 

ACD^O^-CA-S^ ]Bg4 0 3O TnulLJ It. ^-^(D 

mR<D-mx$>?>. 

[ 0 0 3 3 ] ^a4 0 4<D TEditerJ It. y=-^<0:Z9 

50 <Dmj^mnx$>%o mm4 0b<D ^^^A:K^yy'<om 



7 

§4 0 7© ra 4 5 9 J t*. ^^m^mm^msu^tc 

ify<D\mv$>?>U')7)l^^V$>?>o SS4 0 8© r 1 
9 9 6 0 6 2 2 1 7 1 1 2 9 J IJ. ^^ga@fEI^II©^ 
t4?iig€:-r-SBB#*i r i 9 9 6^6^ 2 2 B 1 7^ 1 1 

^2 9#J r^sci^^rjr-r. 
[ 0 0 3 4 ] H 5 it^mmM.mm<o^mi.mm.<Dmm. 

To 

[0035]lSa501©ri99607131423 
45J53:. r 1 9 9 6^7^ 1 3 a 1 4^2 3^4 5 

Ci^TT^-r. 31@5 0 2©S«*f^7^-3ftJ. 

•fe-i;{c^stirt>fc4)©f > c©^-&«04{ctB^-r 

©ri9960621I25634j IJ^ggi^KlSsflc.-r 
-S<iA®*s ri996¥6^2iai 2B#5 6:9'3 4 
#J (c^jitc*o/cC<t*7S-r. :^a506©r345 
9 J K. *R3S!)K:Jfe-5fc^2:igiliEB^S*iaSil-r.5fcs?)©5^ 
OTJl^^-Ci)^. 0 7«^a5 0 1*^P>:S@5 

0 efcM-rsiJ-— '>*©s«-c$>-s. 
[00 3 6] «T. S6K:Lfc*s-^r iJ-f AXif>yif 
-J^l 1 0©»lfP?:l¥ifflK:§i?IT^. 
[0037] SftS 1 1 5 ». 7 T> f- 1 3 0 *>6 

h7->7i 2 0 4jiDrai6nr*fcS*y •:'•fe- 
y(S2)^§^tL. -fe-i?S!lffiSl 3 0^ce■r 
(;:<7'•;.:?•6 0 1 ) „ 

[0038]^ •y-fz-i^'Umm 1 1 3 S*^ -fe- 
iyifii^>m^>0tm.r--ii20 I. 202. 203. 204 

«:tJe-,rci€>*>i'^?:*IS-r^ (;^7^-^7"6 0 2) . y 

.^•fe-i^^tSgl 1 3». ^ttl 1 4«:T4'-feXL.. 3g 
affiJ^J^ff ^> (;^-^ 2. T^e 0 3 ) . 

[0039] y y-k-iyftmrn 1 1 3 li. g^stmf"- 

i»201. 202. 203. 204. 3 0 2 i:B#^it$g 

4) . m^$mSl 1 2tt. S«m7=-^tB#SrJtSfg 
A^67^-f y^^Ug^^r^b. vHz-i^iJvagl 13 
(cii-r (;^-7^-^7'6 0 5). 

[0040] jt y-t^-vmrnm i i 3 g^Mia-?^- 

^3 0 2. B#M*^R3 0 1. T'-iiyiDm&SOS. m 
;gr^U=i ';XA3 0 4. -'<-7>-^f3 0 5*ie>jES^ f 
■fe-i^ (S3) iiffgl 1 SKST f 

:7"6 0 6) „ iHtSl 1 5». y ■fe-i^^ri'? -f 

T>f- 1 3 0«::^-^ h'7-5'1 2 0=&/M/rSI5 c^f- 
f 7'6 0 7) o 

[004 1] iXfc. S7 ?:rat,>-r<agg^Hg#Fg^i^- 



(5) !(tig^ 1 0- 1 05 05 7 

8 

[0 04 2 ] jlfiSi 1 StJ. r> h 1 3 0*^6 

5, f-r?-^ 1 2 0?:aDrj*6n-c#fcs*> i.-fe- 

7 0 1). •fe--:^MSg 1 1 3«. B#fh 1 1 4(CT 
^'e.-^Kj. ^l£B#^€:ff-5 C^f- ^•7 0 2 ) . 
[0043] S*^ -te-i^tCW. B>FiBa 4 ©t«l©fteK: 

dS^S^^-S. |%?fL/ti§iiE^Certif1 cation Authority 
10 ©ilSO^. '>yT^l'#-^. 4i:iaapub1ic kev*sJ;0'<aSlJ 
iiprivate kev©^*#. *J J:0^tt^5i^-r BB# 

[0 044] S4©S*y-7-b->^-C{*. :^@4 0 7K: 

-> Tjus-^. 3ig 4 0 8 tcw59)ttSiigB B#*i^i 

y-^H2-i;j!iJlgl 13«. ilBttfR^rKOm 

L, *6*iDi*SJ*?>nfcts$R©-7*-v-;/ htcse^r 

(,>?)*^t''5*»=&^-rS (y^'r-:':/7 03) . 
[0045] p< y i2-i?MaS 1 1 3 ti. iag||iiiE?g# 
D B 1 1 1 tc±IB^:^ggiiiiE?BS©iaSfJtffR 4 0 
20 7 ) <tW?att*{i^-rSBB$1t« (3SB4 0 8 ) 
0. iE?§«©*^^Bgi,^^*:)-l±S (;^T--y7'7 0 
4) . 

[0046] <&PailiEBJSD B 1 1 It*. liE?§S^iJt» 
$S«r7cK:^^b. it5!*i4«rffl^-rSBBm»$fi^-#.-C©^ 
iaiiiE?§«©W«!ltt'&itS? L . ifem* ^ 2. -fe - t^iJiSg 

1 1 3 (CJI-r C^T^ :7'7 0 5 ) . tti2©*Smi L-rW 
^^fteJS!). *i6Si©iliJ5:iAS*S. 

[0047 ]^ -^Hz-i^Sfias 1 1 3 m^nm.'f- 

^40 1. 40 2. 403. 404. 40 5. 406, 
30 4 0 7. 4 0 9. 4 0 8*iJ;0'5 0 2. iE?gg^jai4St 

{Xf''y-:n 0 6). 

[0048 ] s^^ass 1 1 2 ». m^^^T'- ^tm. 

fiSL. ^ f -b-i?iJiSgl 13tCii-r (;^-f-5'7"7 0 

7) . ^ -^-fe-i^^iilSl 13». §€*fl^7'-3^5 0 

2, i^^jtf$B5 0 1 . m.m^mnmmmm<Dim^ o 

3. «&aS5 04. *i5g!)BB#5 0 5. iiEigSsaglJ## 
5 0 6 tr' ^ 'J> ^ )l'm^b 0 7 ifi^tji^m^jt 

40 (05) 3i«gl 1 5K:jg-r (X7^-;'^7 0 

8) . iUfgl 1 5«. ilg^ yi:-i^^i^'7>(7>}- 
1 3 0«:* h 1 2 O^r/M^riUS C^T^f 7'7 

09) . 

[0 04 9] i^iC. 08?rffll,»TiIS^5'-fe-i^. T* 
(0050 ]<b<(C. 5?'('AXi?>7"-9--^<?:a^-r'5 
50 «:aEHJ/^SETS-9--l^x©Sm^t7&sa-^t6:)^^£i±a 



(6) 

9 

[0 05 1] {i^mAu. mm^mmf)^^^ ^ ^:^^>y' 
[0 05 2] ^ '{A::<^>y'mm9(or^i^^)i'm&t^ 

l3^*gfor^«*iiigT-S (Xr--:^r'*8 0 2) . 10 

(Xf-y :7*8 0 3 ) o 
-E) (;^f--^7'8 04) o 

[0 054] §ltSXo/cx-t5?<D-^ ';.-fe-i>^-ri^:i:X 20 
5) . 

[0 05 5] S9fccfcO'l O^^L^-C^Hiieg-^^^^-p 

[ 0 0 5 6 ] 9 0 1 m^m^tcxw^ ^sgjtatc 

ffll^-So 0 2ti. ^a9 0 l(Dy=-^^m^r^ 30 

fe-So :^g9 0 4«<2^paBt-^or;i/=/yXA<D^ij^ 

nr^JO. «[iStS0 6 <!:l^«|:/^ci:(Z)-C*l8§-r^o ilS^ 
-t2-i^CDS€Stm7^-5?3 0 2:^^|g3^y -^^-fe-e^ (0 
9) kimrSo 

[0 05 7] ;x^c. 0 1 0 ^m^^r^mm^mi^fcm^ 40 

04^iElt - b'X ^tJi H^r ^ o 
[0 05 8] ^^iIA«iE?g*M^?&^6 ^^J.:^^ >:7*SE 

-i^S3<b^ilgltC*fj£-r-5>{ii3iM*gt:fHX^ C^v-y 
:/l 00 1) o 

[0 0 5 9] :;J:CC. -YA;^^>:7'liEigg(D-r 
2) . 5g^(D:;&Sti. l?r^(DX7^-^:/8 0 2<!:[^«|-C* 



10-105057 

10 

yy'\0 0 2) o ^i^^mu^A 2^7.^iyy\ •r^ct>^ii 
(S3) <7?sa3 0 2^7^m-i-hm2(om 
.y-b-i/OJiag 0 3 tmoxhh. 

[0 0 6 0 ] i@J3iM^^orBt^Lfc«-^-^ (S9C[)S 
5jc^2.-fe->?CD9 0 2i|gD) ^m.^-fhCtXT-^ 

m.^mi)mhini>. a^^^^rii/n vx^ti. 904 
f#6n/c«^®-e (Bgw-^. iiag 0 1 ) 

^L.^S>c*m7^-5?*f#^ (Xf' >:7*l 0 0 5) . a-^ 

6c^^r;i/3 yxAti. ig^y -fe-i^g 0 5w:^-:>:rc 
^iJ^-ccmr T u X A r ^> o 
[0 0 6 1 ] Cti^Cj:9. :$r-YAX^>:/iE5g8CC^S 

[0 06 2 ] 

ccffiffl L/ /c t;!/ 3 ij X ACDiS|j50T-^#flnW tc/^• 7 - ^ 

[0 0 6 3 ] */c. f"-5?(Dy ':'-fe->?y-YS;^^X h<Z) 

^nw^f-^t^-h^tx. ^Ai^7.^iyy'^n^c\x 

[0 0 64] S/c, f^-^^CDfP^^, m^y-^^-fe-i^CD 

^^e(?)/c 7^-3? Of* flnt«$B^>ct L/r^^AX^>:7-if'- 
>'^'CDg« ^ «> 6 ^ C i pjtii 
[SffiCD®#^clJi?§] 

[01] AX^>>^'1f-l^XCD^f*«^. fc<ti>'^? 

A X ^ > r^'lf -->'^•(DF»9a51t^Sr * 
[02] y ry-fe-i^a^>f>^a.X h?:^tfS5j^p^ -^--fe-v^ 

[03 ] 02<DS^y --/•te-i^tCJt-r-SilS^ -^.-fe-v^ 

[04] Bg-^O/c^ y^-V'^^l?:c.7.V^^t3^-^^ 



n 



[Mb] ^4CDS*^ v-^ 

So 

[H9] fS*^ir^gaa«r<^o/clS^CDS*-^ ^:'■fe- 
1 1 0- -^-Y A::^^>:7'1f--'^^ 1 1 
DB. 1 1 2 -y" ^ ^-y ^ JVm^fUkMS. 

y'\2-i>mmS. 1 1 4-B#it. 
1 2 0-^-;' 1 3 0"i'^'YT> 140 



1 -^mmwrnm 

1 1 il 
1 1 5 



(7) 1 0- 1 05 05 7 

12 

tcr;l/ri 'JXAi/N-7^-^?:Bg-^L//cig:^. 2 0 2 " 
20i€:ffl-^--r'S>@O-^ t^-fe-v^a^'^i/:!::^ 2 0 3 -2 
Ql(DBi^^<SfflLfcT>»l'=i*UXA<DllJSIJ^. 2 0 4-20 
l<DBt-^^^^L:^^:>'^^^-3?. 3 0 1 -•7= JU^ 
«<D^QB$. 3 0 3 0 3-lf- 

>'^'CDS«. 3 0 4 - -W^^^TJUn t; XAiSjgiJ^. 3 0 
5•"gS^^>'^■^^-5?. 40 l -^^J>^x^:yy'Mm 

10 hr;U3 ';XAiy5fl-7-. 4 0 3--^ 

^-Ti^x:?^ 4 0 4 -5?-<a;^^>>''?:*|^ 

^(3[>ff5S;. 4 0 5- •^-rA;^5r>7'>rta:S:#<Da?>f h 

Jl/. 4 0 e-^-TAJ^^^^y-Jtl^SSCDf^^^. 40 7 
•••^^ttfitfS^if ^^ilgliEH^»<D^»lJ^. 4 0 8-<2r 
ig®iEH>«»cDWS&14Fi^=&?T^> BBt. 5 0 1 "W^^ v 
^-iy^nun. 5 0 2-g«?=fl^r^-^. 5 0 3-<2r 

lEB^SS^ i; T>'US-^. 5 0 7"•1^->'^'CD^^. 9 0 1- 
20 Sf^f'-^. 9 0 2-Bg-^U/c?!-^. 9 0 3-<&l3 

^QA-<Ikmm^^r)Vd^^)XJ^m\]^. 905- 



[01 ] 



140 



t^-;K 110 



111- 



c 







[02] 






g| 2 




eF4BEE42. . . 




2F4aABF3. . . 


203^ 


des<;bc 


204^^ 


39DEWF1. . . 



[03] 

^ 3 



301^' 
302- ' 

303^+ 

304 

305-' 



19980713142347 



248ASF03. 



RSA&icrvption WKhMD2 



NULL 



[05] 

05 



130x 



3 



501- 
502'- 
50^"' 

504- ~ 

505- " 



506" 
507- ~ 



19060713142345 



fm 



19960621125634 



3459 



Z48A9F03. 



(8) 



t#gg^ 10-105 



401 
402. 
403^ 
404- 

405- -- 

406- " 
407' 
40a-." 



MD5 



NULL 



Edfter 



3459 



19960622171129 



I 



B01 



. 802 



^803 



,604 



me] 
16 



^601 



,604 



,eo5 







606 








08 




^607 









[09] 



901 ' 



S04- 



905" 



0F4BEE42" 



2H49ABF3- 



390E9AF1- 



RSAEnoyption 



DES-CBC 



[010] 

lai 0 



^^«fs 



(9) 



^m^l 0-105 05 7 



l«H«5?^-1' >J V hflJ§^3tJ< -12— 5>g« 



I 



,7Q2 









70S 











1 0- 1 0505 7 



[myB 11^(1999) 11^260 

[<^mm^-) 1 0-1 0 5 0 5 7 

l^mB] ^^10^ (1 998) 4^240 

i^m^m ^mm^^n 10-1051 

[ffilMS-^] ^#M¥8-2 5 3 6 0 0 

G09C 1/00 640 

G06F 13/00 351 
[F 1 ] 

C09C 1/00 640 Z 
640 D 

G06F 13/00 351 E 

i^mmiE 1 ] 
imiEM^mm^] mmm 

mmm 

mifB^-Y A;:<^>:7'-!f-^^^:?&^. IB i!? ^ T > h 6 CD 

[»«^ 2 } 1 iBtg(D >f A X ^ > :7-if -^^N'v' 

^X hi. 



glj^i. U'-fe-i^^-fi^xX h^CC^5efflL:rc>'^• 

^y-:5f<b. Bf#tCfi&flBU/cTJU:3»;XA(D^lRi. 

^ErPgaHg-^T^brfyXACDT^Urf yXA^giJ^^i. >&ig 
ilBt-^T;l'^UXACD>^^•^^-^^<!:. Bg-^^C b/cT 

nrt>/c±iBm«i. mmmmt^'y^T>hf)^h<Dm 

>r A X ^ > -^^'i/X r A, 

m^mS ] 11*^1 S/ct*2iB*£0^>r AX^>:7• 
•tf - / ^' X -7^ A CC :fo C i "C . 

BfM«?Bi Ur^5>rT> hf)^h(Dm^^ y-iz-'^^^ 



^$gg^ 1 0- 1 05 05 7 



1f - >' N*-> ;^ -r A Cc4c5 1 i-C. 

I^it* S ^ -< AX ^ >:7'1f->'^'i^X7"A. 

[if^S6 ] m^m 1 -BiBtscDi^rni^^cDd? >r AX 

f C i >£r^$ti i-r AX ^ >:7•1^-/^'>/X 7" A. 

7 ] ii^^ 1 6 letgcDi^-rnj^^cD ^ >r a x 

t5? > -/If - >' ^' X 7^ A t C :te I ^ r . 

^^AX^>:7*if->'N*)&^6coiigtffRtc^^n5-r-r 

i i -r S ^ >f A X > :7--tf - >' ^* X r- A. 
[il^^8 ] ff^^l'-7IBlSCDl^rn:?:^^(D^^AX 
^>:7*■y■-/^•i^Xf'A^CfcC^r. 

< mmm^^^nmth c <b i-r ^ 5^ ax ^^ 

>:7*•9■->'^'VX7^A, 



[0 00 1 ) 

?:5liiET^iiE$ai Urfflt^SC iO[)-C&€>tf #80)^15^:5 

<fc i^^m:nmcmt ^ i>(OTh h . 

[0 00 2 ] 

m^mfz^ AXi?>:7*lf-t:rxcD®:»^§:<!:U 
t:. ISO/IEC DIS 10181-4.2 Information tGchnoloqv - 
- Open Systems Interconnection — Security framew 
orks in Open Systems — Part 4: Non-repudiationi^^& 

[0 00 3] CcDS2p:0^g:tc^$nrt^'5 3f >f AX^> 
[0004] 

tCfcl^ry ^:^-t2->?^^>f i>xX h^ffll^^ig^. y-^-fe 
-i^d^^-Yi^xX h^^^r-S^CD^ffll^^^cT^l^r^^JXAO 

[0 00 5] tfc. :*:3fcy ^7-fe-i^^^>>xX H^r^fS 
L /c r ;U :3 U X A <b \tm^J: ^TJVzs X A ^ \Lm<D^ tc 

l^ury '^-fe-v^^-rs^xXh^r^SL. H^Kiii^ 
[0 00 6] */c. y '^-fe-s;^^-<i;^xx h^&^ef"-^ 

[0 00 7] ^fc. ±im:m^vi^t7'-^(oi'^fS^gi 

C^/Co CCD/ca?). AXd^>:7'•^^-/^'•^^-f AX:>> 
[0 00 8] *^Bj<DSWti. a*cD5>^B#,#.rn>f 



[0009} 
[0010] 

[001 n 0 1 fci*^0jco^»«^*^TS'c*>'2>o 

[0012] ^>rAX5?>y-tf-l^X^>X'rA 1 4 0 
!S^^AX^f>:7'1^->'^•l 10. ^^v 1 2 

h 1 30?:)^6tS^?n-5« ^>rAXl5^>r^'9-->^^'l 1 0 

tSfi^iiiE0>gSDB 1 1 1. i^^;ug^MSSl 1 
2 . ^ •te->>Snii§ 1 1 3 . B^tt 1 1 4 , ilflS 1 1 

[0013] AX5r>:7'1f-/N'l 10^^. ^"yAr 
>h 1 3 0;5>^6Og5}cy -v-fe-t^^i^Or. BS^JItfB?: 

-To 

[0014] ^^^iEHJ»D B 1 1 UJ. Sl^©?gX . 
5 0 9^cR«?n€>^ll^iEB^#OtffB^^a^L-Ct^^ 
r-3?^-;^-C*0. -p' •:^-k-i^MSSl 1 37:?^?>OiiE 

[0015] 1 1 2 V -fe-i^Saiigg 1 1 

3 3:>^e)tOtS^^?ffL/r. ilg^ •:^-l2-i^CD-r ^ 

X.5 0 9W:*-5><fc^^i:-^ '^'■fe-i^^^-re;^:!::^ hi^^Pa 

[0 0 1 6] ^^^'-fe-^^^^'/i^xXhitJ. ffi;gScD7' 

[0 0 1 7 ] PI ':^-fe-i>^>r>^x:^ h^f^-o^iTj:^ 
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[0018] SiTc. CCrffll^ri^^4::rBa^Bf-^<hE3:M 

[0 0 1 9 ] y *:/-fe->^ftJLSSl 1 3^S. ^7^>rT>h 

A;^tS?>^7'-tf->'^'l 1 0 F^CD facD^^S^ 
^f>JfflU^^d:3!l56^f^o B#tt 1 1 4 tS^fiB^giJ^^J^ur 
^ •:^-fe'-i^SO:aSl 1 3 3!;^e.Og:^CCMLtJaa 

[002 0] U^. *:^0JtC:fol^r^iB#^JC[)ffiiE«^ 
A;^^>:7'1f->^^' l 1 0 CDB#f+:grgjg^Orfe0. 

y> h 1 3 O E3:C(DBg^J^g:2^<h uri>^o f^r 
[002 1 ] iimS 1 1 5 t^. h ^7- >7 1 2 0 ^/r 

ur. iS7w^A;^^>:7•t^-^^'l I0<t;7'5-<T>H3 

0<h^^>f r> H 3 O^rJg^L/. -^OiO^n^g:* 
[0022] i7^-<T>hl30Ei. 'T-^cDy •^^•fe- 
x^>:7'1f->'^* 1 1 OtcaifiO. 5^^;bg«cDot^ 

[0 02 3] v'd-vi^^^. 

[0 0 2 4] 
[«1 ] 



-ffl 3- 



0- 1 05 0 5 7 







[0 02 6 ] 7^-^2 0 Hi. f^-3?C0-^ ->^-t2-i;^iSi^'^ 

-C^-Sc f"-:$?2 0 2li. ^§2 0 1 ^jS-^fS^CD^ 
v'^-iy^'ii^:^:^ hr*^o ^@2 0 Tdes^b 

[ 0 0 2 7 ] S 3 \ ^ tf^h ^ 

[0028]^a301<Dri9g607131423 

^0B#3&5 ri 9 9 6^7^1 3B1 4B#2355'47 
i^^J r^-^Ci^rTn-To 3SB3 0 2tJS«*tl^f=^-i>'C 
m^M^y'-^ti^t. a2CD20 1^>6204CD 
7"-:i?<Z)C<h'C^^o JSg3 0 3CDx-»^3:. :S@3 0 
1 ilia 3 0 2k:j^-r'S j?-f A>; lO CD 
m&^$>^o ^S3 0 4<D rRSAEncrvptionWithND2 J 
S«ifi£T>'^=^y XA^&^nTo :Sa3 0 5CO Tnul 

[002 9 ] S4tJ. ^5'Y7> H30 3!)^^ »>rAX 

[0 03 0] 3lg4 0 HJx-^CD^ -.'-b-i^i^^t^j: 
;^h"C*'5>o :Sa4 0 2(D TMDSj ti. f'-:$fCO^-^ 

ACD^IR-C^-So JSa4 0 3CD TnulU (-3:. f'-^CD 



4 0 8t3:f"-^cD^*»PltfB<b<aia^?§#cD^f4fiSi2 

[003 1] mS4 0 4(0 fEditerJ kt. f"-^CD5:# 
CDff5^tS«r^>-So ^S4 0 5<D r^>f a;^^>>^cd1# 

§4 0 7CD r3 4 5 9 J ^^l3gliiE?§#?:^0-r^/c 
a?)CDlt$B-C*6t^»JT^^#-^-C*^o ^a4 0 8CDri 
9960622171 129j^i. <&ia^iEBJScDW^ 
ttflliSl*-r-&BB#^^ ri996^6^22B17KJl 1 
^2 9#J "e$>-&C<h^?:^To 
[ 0 0 3 2 ] 0 5 ^i<2rig^iEB^ScDWJatt«l2gCDttfB. 

[0033]^a501<Dri99607131423 
45j(i. ri996¥7^13S14B$2 3^J4 5 

Ct^TTj^-To 0 2(Z)S«*fl^'r-^ti. W^j^ v 

•fe:-e^^c$snri>fc^>cor. c<DiS^(3:0 4^^gp^c 
tB^T-So :iSa 5 0 3 t3: a4CD4 0 7 riSlgtJgn^^ ga 
gliiEiaS^^M^ccj^jr-orii-S^ct^TF-ro 5 0 4«^Jii^ 
tC^Co/cSfi^r^To :iSB505cori996062 1 
1 2 5 6 3 4 J lii:^l3a^m-r^fiAil5Si5 r i 9 9 6 
^6^2 1 Bl 2B$56^34«?J CcSlik:*r>/cC i 
^Tj^fo :iia5 0 6cD r3 45 9j M^t^U-ofc^ 

5 0 7\mS5 0 1 A^e,lia5 0 6 CC^-f ^ ^ 
>2^1t- >- < JJ_0 (DSS -C * ^ o 

[0 034] WT. a6K:U/c:?I)i-:>T4?-< A;;^^>^*if 
->'^'l 1 OOtbf^^i^fffl^lftBJ-rSo 
(0 0 3 5 ] iimSl 1 5(3:. ^ 5 T> h 1 3 0*^6 

b'y-^i 2 o^iEDTjte>nT»fc Ax^> 
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gl 3 OtcS-r (>^r->^:7'6 0 1 ) o 
[0 0 3 6] ^ •;^-fe-v>SiiJlSl 1 3£i. '^-fe- 
i^d^6g«*far-^?20 1 . 202. 203. 204 

tcfie-pTi^-STij^i'^^^-r^ (;^7'->'^'6 0 2 ) o 

^y-iz-lyHi^mSl 1 3£J. Bfttl 1 4^CT^-te;^L. ^ 

[0 0 3 7 ] ^ ':.-fe-i;=ftiiaSl 1 3^i. g^J^^f^- 
^7201. 202. 203. 2 0 4 <!:B$SFJtf fR^^^"^ 

r. :g««LSSi 1 2ifcm^ i7.y-yy's 0 4) o 
fimmi 1 2^3:. m&M^^-^t^Mmm-^hT^i^ 
^jvm^^^o. ^ v^-^>^m^ \ 1 3tciiT (X 

•r r7'6 0 5 ) « 

[0 03 8] y -te-i^ifiSS 1 1 3 tJ. S«*tm-r- 
^7 3 0 2 (20K 202. 203. 2 0 4^^8^) . 
B$^Jti$g3 0K r-f i^^;L'^«3 0 3. S^ST^bn'; 
XA3 0 4. /N*^y-^>3 0 5^^631^^ ->'-t2'->^ (0 

3) =£rmiiS;b. afiSl 1 StCjg-r (X7^^;;:7*6 0 

6) o afigl 1 StJ. il^^ •:.-fe->??:5'7'YT> h 
1 3 Otc;^ h ^-^^ 1 2 O^Sr/rUriH^ (X-r-:.7*6 

07) o 

[0 03 9] S 7 ?:fflC^r^Pa^B^#5tiSl^- 

[0 04 0 ] iifiSl 1 5ti. i7 5-YT> h 1 3 0^^e> 

yry^^i 2 o?:iit;r3ii6nr#/c^*y -^^hs- 

i^^^ftb. y -fe-v^jjOigS 1 1 3 ^mrt {T.'r yy' 
7 0 1 ) o >^ v'^-'Jmmmi 1 3tJ. Bfttl 1 4 6CT 

3g*EB#^J^t#^ {T^Tv^'l 0 2). 
[0 04 1 ] g^-^ •I'-fe-^^CCt*. miiB0 4 CD^Offe^ 

^t^^^Sn-S. ^tfU/ciSiE^Certifi cation Authority 
(D^J^iJ^-. i^VT;U#^. ^Uglpublic kevfc<fcO'fiJ3fJ 
^private kevCD^^#. fc J:2>'W^tt^fiiiSf ^ 08$ 

[0 04 2 ] 04CO^*^ ^:^-fe->?-CtJ. :5a4 0 7 

X.^^t'^Ebt^-^^^t'h {7.^v':fl 0 3) o 
[0 04 3 ] y -te- t^iJiSS 1 1 3 ^i:. ^iiaSliiE?a« 
DB 1 1 1 k:±iB4>gg^0JScDiSySiJt«#8 (SB 4 0 

7) iw^tt?:iiis-r^sB#tta (^a4 0 8) 

4) o 

[0 044] ^lailiiE^gDB 1 1 U^:. UHJ^^^iM 
1 1 3^il-r iT.'rWl 0 5) o UTW 



[0 04 5] ^ \ 1 3^i. g^^t^f"- 

^401. 402. 403. 404. 405. 406. 
4 0 7. 409. 4_0_8Jia»W^ttfiSi2iSSII<bB#^J 
tf$g?:^t:^itr. S:S5!LSS1 1 2tCiMS (;^r':^:?"7 
06) o 

[0046] m^^W^ 1 1 2 ti. ^ 50 
2 (401. 402. 403. 404. 405. 40 
6. 4 0 7. 4 09. 4O80Ctga) t Wmm^W&n 
iSlMm 5 0 3--5 0 6 <h B^MffB 50J_?&^ 6 x ^ Jl' 
g:g 5 0 7 ^^^L. •:r-b-i;;jAS§l 13tCigr 

(X7"':;-7*7 0 7) , y 1 3ti. S« 

5 0 2. B#Sljm$E5 0 1 . iEHJ«W^tt5iiS 
ifg:^CDj»^5 0 3. ^^SS5 0 4. jte^0B#5O5. 
H^^Sia^iJS-^- 506<tf'-f$;^^ bOliPhUh 

ii^gy ty-fe-i^ (S5) iifisi 1 socg-r 

(X7^-:;-7'7 0 8) . fflftS 1 1 5 ^i. ig^^ 
^i^7>fT>hl30CC^-^h9-d7l2 O^r/M^ri^ 
-5 {TsT^v-^l 0 9 ) o 

[0 047 ] as^^i^rii^y '^'-fe-t^. -Ti^c 

[0 04 8] ^^A >;^>7'1f->^N*^g'l--r^a?-f AX 

[0 04 9] <2riEA^i. Wm^m.mt'^h^ J^:^^:yy' 

Cctim-^co@?rSC:tHX€> (X-r *:;:7'8 0 1 ) » 
[0 05 0 ] ^^C^^-f AX^>:/iIE?^^<Z)'r ^ >?d7>»u 

\ 1 o o<&ga@^<gorg^^^igf ^ (X7*t^:7*8 

0 2). AXi5?>:/iEH^S^^^n^r^-^coy 
;rca-^oy -^-fe-t^^-Y^^j^x hid^-Y AX:$?>:7"iE 

0J«cr)*O«-^@CDy v'^-V^A^J>:s,7s V (B|2(D2 

0 2^ffl^) ^^o^gE-r-sc^^ggis-r^ (xr-^yT^-s 

03) o 

[005 1 ] :^-<Ax^>7MB^ii^c^^n^7'-i$^o 

CCD^-^t3:^2<D2 0 3, 2 0 4CCfe^TJl/ J U 

XA. 

[0 0 5 2] :gt:fBXo/c-r'-:$f(Oy -^^-fe-t^^r^f >?jiX 
^?'<AX5?>:7liEB^S;0^6mcf^'-:$?Oy 
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4) . 

[0 05 3] S9*5cfcO'l O^ffll^r^igaQBg-^-^figo 

[ 0 0 5 4 ] 3ig9 0 1 {t fi§mt Lfc:scmtj: tm^nm 

$>^o ^g9 0 4^3:<2rgailBf^^Dr;l/:3»;XA(DiggiJ^ 
r^-So 3SS9 0 5ti. ^§9 0 KOr'-dn^ ^mt O 
/cT;l/=fVXACDIS»II^r^So S9CDS^y 
CD A ^ > .'A'cDiig^ -fe - i^tJ 0 3 ^IBtS 

9) (^Mft^-r^o 

[0 05 5] ;xcc. 0 1 0 ^fl^c^r^gg^^ffli^/cis^ 

[0 05 6] ^mAiitmmmm^^fb >f ax ^ >:7*iE 

(B3) <h<grga^^cm-r-5{Eg'JM^^C:fHS^S 
f - :y :7' 1 0 0 1 ) o 

[0 05 7] ;xic. ^-(A:^^>y'mm9<D'f-ii>^)i^ 

m^'^^JELi.^^^^'D-^^^M^^'r^ (;^r'>:7*100 
2) o $i^CD:^ii^^. f5^CDXf'':.>^'8 0 2<!:[5l<it?* 
So ;JCCC. ^^A;^^>:7-iE?gStc^SnS^^Pi^iS 

^.-7*1 0 0 3) . &mm{t^^M.:^^>:f. r^ctofeig 

-^.-fe-i;^ (S3) <omm3 o 2cc*fjj;^s0 9co^ 

.^^2^Sx0r)31g9 0 3 tmCT^^o 

[0 05 8] m'sm^^^x\i§m.fcm-^m m9<Dm 
fg-^gi*nfe>nSo «^^<5E^T;i'=fyxA«. 904 
s. ft^n/c^-^-cpg-^T^-^ (^B9 0 1 ) 

LS«*t^x-^*t#S (;^7^';':7'1 0 0 5) o 
fi55T>'l':3 gXAti. ^:;-b-e;^9 0 5 0C^o/tiS 

siJT- w:*f jJr.'T s T »; X A r & s o 

[0 059] cn^cJiO. i^^A;^^>r'*iEH^S^g^ 

So 

[0 060] 

oc^ffi b/cT^v ^' V X A<DIS)3y^^£lz^^j:i^^£iaB5& 

A;^dz>:7•1^->'^'^3:c:n6cottfa^7t:^cr'-< 
g«?:LriiS. C<Dtc^. <!:(DJ:^3^d:T>'UrftjXA?: 

-ti 



[006 1 ]$/c. f'-tS'CDy ^-fe-i^y^fi^^;^ hCD 

[0 06 2] ^/c. f'-^CDf^fiX^. HT-y ';^-t:-i^<7) 

lyV'^^j-^-P^ a;^ ^^>:7•t^-*>'^'(Da'^^CC^6ns 
C <!: < 7^- $ f^^^-^m^^ -fe - V(D^m^ • Sit 

->'^*CDS« ^ 4> 6 5 C <!: oJtE i >d: So 
[HfficDS#!^d:|ttHJ] 

[01] ^-<AX^>r^*1f'-b:';^(D^i*«^. *5cfcO'^ 
>f A>^ 5? > :7*1t-^N*cDrt?»1t^ar * So 

[02] ^ b<S:#tPg^^ 
«^0-C*So 

[S3] a2CDS*^ -^-te-e^^c^t-rsiis^ '^-fe--^:^ 
[04) ^aitb/c^ -^•fe-i;^^-^^:;^:*!^ h^^tr^^ 

> t^-fe-v^^fiSS-C^So 

[0 5] 04<D^^^ ';^-fe:-t;'^*f-rSiIg>^':'-fe-i^ 
1«^0-C^)So 

[06] ^-<A;^^^>:7•1t'->'^'CDS*«)^^*^■r:7^- 

^-r-hr$)So 

[07] ^paaiiEH«»<DW^14«Si§-9--exiffl^^t> 
•tt /cit^cz) ^ A > - /^'<D^(I^1^^i^^'r yu-^ 

+ - H-CiSo 

[0 8] ^-YAX:>>:7*IiE?B*4:fflO^/c-?-d7Cr)ffli* 

mm-r^mm^^m.Aom'^^mryn-^^- vxh 

So 

[09 ] if5}c3H 1 r^ig®^^o/c*S^co^*^ '^-fe- 
s^«^r^)So 

[010] ig*:ii 1 x<mm^^^fct^^<D'f-^(on 
^^mmti>mM^^wLA<Dm{'^^mryn-^^- v 

-C$>So 

1 1 0•••^-rA>;^^>:7••9-'->'^^ 1 1 1 •••^i3giiEH>gS 
DB. \\2-''f^iy^)\^m^m^^. 113-S^-iI 

1 1 4-B$i+. 1 1 5-jl(iS. 
1 2 0 -^^ h 9-^7. 1 3 0"^^^T> 140 
•••^-<a;^^>:7*1^- tr;^ix>;f*A. 2 0 l -^^-f a;^ 
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l^r>V'd^)XKtJ^^^-^^^m^fcmW<. 2 0 2- 
2a\.^m^'thm<D^ y^-^J^AV>:r.xV. 2 0 3--2 
OiCDBg-^^1lMb/cr;l/rii;XA0r)'^J?lJT. 2 0 4-20 
lOy^^lC^mi^lc^^'y ^ - ^ . 3 0 l-y'^iy^Mm 

^(D^mm. 3 0 2"-mM)(t^'f-^. 303-if- 

3 0 4-g«*^T>'U=3''JXA^^53iJ^. 3 0 
5-m&^^^^^^-^. 4 0 1 • •^7>f AX^>:7'Jt^ 
r-^?CD^ ':'-l2-i^yH'i^:cX 4 0 2 - y *:;-fe->^ 

y>r>^xx hr;un*yXAiaj3U^. 4 o 3-^ ^^^-fe-i^ 

^^>^:cX h>'^•^y-:$^. 4 0 4 • • i^r AX ^>:7*>^a 
3tScD?f$S. 4 0 5-:>'<AX^>7*J*a:S:»<D37'< h 
4 0 YA;:<5?>:7*>rtaSSOf'P^#. 40 7 

mmmMmommtmm^^iT'? am. 501 -s^j^y y 
"^-i^^i^am. 5 0 2-m^)(im'f-^. 5 0 3-<& 

iiE?gSv;T;us^. boi -i^-^^oDm^. 901- 

Bf-^f^--^^ 9 0 2-Bg-^b/ca^^. 9 0 3-^g§ 

9 0 4-^ggiiet-^r;urfyXAfS^(IdF. 905- 

[^gS?iiE2] 

[ffliE*t^«s«] mm 
imiEM^ms^] mi 



^-/\ 110 ' — 



113 ' 



114 



115- 



140 



Kit 
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120 



30x 
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